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ABSTRACT

Due to the development in the field of network technology and multimedia applications, every minute thousands
of messages which can be text, images, audios, videos are created and transmitted over wireless network.
Improper delivery of the message may leads to the leakage of important information. So encryption is used to
provide security. In last few years, variety of image encryption algorithms based on chaotic system has been
proposed to protect image from unauthorized access. 1-D chaotic system using logistic maps has weak security,
small key space and due to the floating of pixel values, some data lose occurs and proper decryption of image
becomes impossible. In this paper different chaotic maps such as Arnold cat map, sine map, logistic map, tent
map have been studied.
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l. Introduction

Protection of multimedia contents from
unauthorized access is necessary nowadays. With the
help of cryptography readable form of message is
converted to the non readable form. And reverse of

Fig. 2 represents the basic decryption technique,
where Ky is the decryption key. Similarly Ky is
implemented on cipher text to convert back it to the
plain text.

cryptography in which non readable form of message
is converted back to readable form, is called
cryptanalysis. The combination of these two
techniques is referred as Cryptology.

Communication in human language referred as
Plain Text which can be easily understandable by Ky

Cipher Text
L

anyone else. In order to provide security plain text is — Decryption
coded with suitable encryption shames and the

codified message is referred as cipher text. Fig.1

represents the block diagram of encryption, where K,

is the encryption key. Plain Text

figure 2: block diagram of decryption

K Encryption techniques can be classified on the basis
¢ of key, structure of algorithms and percentage of
encrypted data.

On the basis of key encryption can be symmetric
encryption and asymmetric encryption, on the basis
of structure encryption can be block cipher and
stream cipher. And on the basis of basis of
percentage of encrypted data encryption can be full
encryption and partial encryption.

Encryption
|

figure 1:block diagram of encryption

Il.  Literature Review
Varsha S.Nemade et.al discussed that text
encryption algorithms which have been already
developed are not suitable for the image encryption,

Encryption key K, is implemented on plain text to
convert it to cipher text.
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because image containing large amount of data
means it contains number of pixels. Image encryption
techniques scrambled the pixels of the image and
decrease the correlation among the pixels, so that we
will get lower correlation among the pixel and get the
encrypted image. In this paper survey of different
image encryption techniques has been discussed

Jolly Shah et.al stated that image applications
have been increasing in recent years. Encryption is
used to provide the security needed for image
applications. In this paper, we classify various image
encryption schemes and analyze them with respect to
various parameters like tunability, visual degradation,
compression  friendliness, format compliance,
encryption ratio, speed, and cryptographic security.

Haojiang Gao etal discussed that recent
researches of image encryption algorithms based on
chaotic systems, but the drawbacks of small key
space and weak security in one-dimensional chaotic
cryptosystems are obvious. This paper presents a new
nonlinear chaotic algorithm (NCA) which uses power
function and tangent function instead of linear
function. Its structural parameters are obtained by
experimental analysis. And an image encryption
algorithm in a one-time-one password system is
designed. The experimental results demonstrate that
the image encryption algorithm based on NCA shows
advantages of large key space and high-level
security, while maintaining acceptable efficiency.
Compared with some general encryption algorithms
such as DES, the encryption algorithm is more
secure.

Yicong Zhou et.al introduced a new parametric
switching chaotic system (PSCS) and its
corresponding transforms for image encryption. The
proposed PSCS has a simple structure and integrates
the Logistic, Sine and Tent maps into one single
system. The PSCS shows more general properties,
including the Sine and Tent maps as special
instances. It has complex chaotic behaviors. A novel
image encryption algorithm is introduced using the
proposed PSCS and its transforms. Simulation results
and security analysis are given to demonstrate that
the proposed algorithm can encrypt different types of
images with a high level of security.

I11.  Methodology

Text encryption algorithms such as
Advanced Encryption Standard (AES) or Data
Encryption Standard (DES) cannot be used for image
encryption because image is made up of pixels or in
other words image has large data as compared to text.
Image encryption can be done by chaos theory. Fig.3
shows the image before and after the encryption.

Encryptea‘ image

Original image

figure 3: image encryption

3.1 Chaotic system: Chaotic system can be
considered as source of randomness and chaos is
randomness of a deterministic dynamical system.
Mathematically A chaotic map can be defined as

Kott= FOK) oo, Q)
Where 0<X,<1 and n=0, 1, 2...

Chaotic sequence can be used as random number
sequence and spread spectrum sequence. The chaotic
systems are characterized by the  non linear and
unpredictable. They appear to have irregular order
but infect there is a sense of order. Chaotic
systems are sensitive to initial conditions, small
change in starting point can cause different outcomes.
Chaos has many applications in modulation,
compression, and encryption. In image encryption, 1-
D chaotic system using logistic maps has simplicity
and high efficiency but it has weak security and small
key space. Different Chaotic maps can be used for
this purpose. Generally in chaos based algorithm,
pixels of image are scrambled and correlation among
pixels is decreased to get encrypted image. Figure 2
represent the basic image encryption flow chart of
chaos based algorithms. Where k and iv are the key
and initial vector generated by chaotic system.

3.1.1 Arnold cat map: it was demonstrated by
Vladimir Arnold in 1960s by using an image of a cat.
Arnold cat map uses the concept of linear algebra to
change the position of pixels of original image.
Original image is divided into blocks and then
Arnold transformation is done.

Let X is a vector, X= [;], then Arnold cat map

transformation is, I'": [;] — [Cli . _I;’_q] [;] mod n

Some conditions such as p and q are positive integers
and

1 p|_
q 1+ca|"1

This makes it area-preserving. Original image can be
shuffled by applying Arnold map operation
iteratively. But shuffled image can return to original
form after several iterations.
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3.1.2 Logistic map: 1-D logistic map was proposed
by RM may. This map is simplest non linear chaotic
system which can be defined as

Zott= A Zn(1Z0) s oo @)

Where z; is initial condition, n is number of iterations
and ) is system parameter.

For 3.57 <A <4 map is considered as chaotic .And z
n+1 belong to (0, 1) for all n. equation 1 is used to
encrypt the shuffled pixels.

3.1.3 Sine map: sine map is defined as
X 04178 Xy 2SI Xn) oo 3)

when X = 0.7 and a=2.3, equation 2 has the
simplified form . for the interval (0,1) it generates
chaotic sequence .

3.1.4 Tent map: tent map resembles the logistic
map. It generates chaotic sequences in (0,1) assuming
the following equation

_ (uXn, Xn<1/2
Xn+1= {;.;(1 —Xn), Xn=1/2
Where W is a positive number and depending on its
value tent map exhibit dynamic behavior ranging
from predictable to chaotic.

3.1.5 Circle map: it is defined as

Xn1= Xy + d = (¢/27) sin( 2nX,,) mod(1)......... 4)
Where d = 0.2, ¢ = 0.5, and x0 € [0,1] generates
Chaotic sequence in [0,1].

1V. Conclusion

In order to provide security to the image,
cryptography is used which converts an image into
another form (non readable form). Chaotic systems
have many applications in image processing such as
image compression and image encryption.
Combination of chaos theory with cryptography may
provide security of high level. Chaotic maps like
Arnold cat map, tent map, sine map, logistic map are
used in image encryption. Two or more maps can
also be used in combination. Arnold cat map cannot
be efficient alone for image encryption so it can be
used with other maps for efficient encryption.
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